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Who am I?

Twitter: @jdoss

GitHub: @jdoss
IRC: jdoss

joe@solidadmin.com

joedoss.com

w! smallstep

Software Engineer, deep in Public
Key Infrastructure and making
certificates easy at Smallstep

Fedora package maintainer

FCOS and Fedora Cloud SIG
member

Longggg time Linux user

| do cool sh*t with FCOS on a
daily basis

fedora

A


https://twitter.com/jdoss
https://joedoss.com

N

smallstep

You know about FCOS.

This talk is all about how to We are gonna chat about...

use it to do cool things! e Tooling

e Workflows
e Butane design patterns

e Real world use




Take This, It's Dangerous to Go Alone

S —e
Tooling
Bupy - Local development tool with QEMU Butane design patterns
Terraform-provider-ct - Use this in Terraform to convert e Templates

butane to ignition with template and snippet support.
& P PP PP e Reusable Butane

Matchbox - PXE server with built in Butane/Ignition snippets

support
e Premade systemd
Terraform-provider-matchbox - Provider for units with systemd

managing Matchbox in Terraform

overrides
Butane Schema for Editor LSPs
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https://github.com/quickvm/bupy
https://github.com/poseidon/terraform-provider-ct
https://github.com/poseidon/matchbox
https://github.com/poseidon/terraform-provider-matchbox
https://github.com/Relativ-IT/Butane-Schemas

My typical NY smallstep
workflow...

S —e

1 Identify what you are trying
to build

)\

HashiCorp

) Nomad




My typical
workflow...

Write Butane to define
that workload

W smallstep




My typical
workflow...

Convert to Ignition and
launch to test

W smallstep




My typical
workflow...

4 Iterate to ideal
configuration

W smallstep



My typical
workflow...

Deploy to production
(or your basement)

W smallstep




My typical
workflow...
—e
Back to step 2 if you need

to iterate as your workload
evolves over time

W smallstep




Bupy

The Butane Python Toolkit
for quickly developing and
testing Butane
configurations.

w! smallstep

Tilix: Terminal

Usage: bupy [OPTIONS] COMMAND [ARGS]...

Bupy: Butane Python toolkit.

Show the version and exit.

Install completion for the current
shell.

Show completion for the current shell,
to copy it or customize the
installation.

Show this message and exit.

Converts Butane YAML to Ignition JSON
Renders a Jinja2 Template to Butane YAML or Ignition JSON
Launches a QEMU VM with a Butane YAML or Jinja2 Template

Made in otk ok ~ (c) 2022 QuickVM, LLC

s []
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http://www.youtube.com/watch?v=yBOEz827TUU

Terraform Tooling

Terraform-provider-ct

Matchbox

Terraform-provider-matchbox

N
Hi

HashiCorp

Terraform



https://github.com/poseidon/terraform-provider-ct
https://github.com/poseidon/matchbox
https://github.com/poseidon/terraform-provider-matchbox

Templates

e Reusable rubber stamp e All roads lead back to templates folks

e Gives you a bunch of knobs to o Jinja2

adjust your workloads o Go Templates

e Allows for Imperative control

o o Bash envsubst
over what you are building

o PHP Smarty Templates ??? lol jk
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Yay templates!

server_role
server - {
enabled =" true
bootstrap_expect =3
server_join-{

retry_join ["provider=gce project_name={

tag_value=nomad-{{ - sexrver_stack
datacenter i)

retry_max =3
retry_interval = "15s"

client {
enabled =" true
meta - {
tags = "{{ server_tags
}
options =-{
"driver.denylist" =-"docker"
}
server_join-{

retry_join = ["provider=gce project_name=

tag_value=nomad-{{ - server_stack
datacenter }}-.*
retry_max =3
retry_interval = "30s"
}
host_volume- "storage" - {
path =-"/opt/nomad/storage"
Tead_only false

}

¢/smallstep/nomad/templates/consulLbu.j2 (templates) - Sublime Text

4> consulbuj2

name: - consul
system: - true

shared.project home_dir: - /etc/consul
zone_pattexrn={{ shared shell: - /bin/false

item in-users

if-item.key
name: item.name
groups:

- wheel

- sudo
ssh_authorized_keys:

- item.key

storage:
directories:
- path: - /opt/consul
mode: - 0700

shared.project user:
zone_pattexrn={{ - shared name: - consul

group:
name: - consul

path: - /etc/consul/config
mode: - 0700

user:
name: - consul
group:
name: - consul
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Snippets

Global config
owned by
Infra Team
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Snippets

Firewall config
owned by
Network Team




Snippets

Updates config
owned by IT
Team

eeeeeeeeee
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Snippets

SSH config
Security Team

20
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Premade systemd units

—e

e “Best practices” premade and

ready to use [

e Version controlled if you want

e Uses systemd overrides to
customize unit behavior

1 systemd

21



~/Documents/projects/matchbox/terraform/butane/nomad.bu (smallstep-systemd-units) - Sublime Text

nomad.bu
[Unit]

Description=Issue smallstep TLS certificate

After=network-online.target

Wants=network-online.target

[Service]
Type=oneshot
RemainAfterExit=true
Environment=STEPPATH=/etc/step
ExecStartPre=bash -c- 'umask-137; echo
${STEP_PROVISIONER_PASSWORD}
${STEP_PROVISIONER_PASSWORD_FILE}'
ExecStartPre=step ca root ${STEP_CA_FILE} --force
--context ${STEP_CONTEXT}
ExecStart=step ca certificate ${STEP_CRT_SUBJECT} \
${STEP_CRT_FILE} '\
${STEP_KEY_FILE} -\
$STEP_SANS '\
--provisioner ${STEP_CA_PROVISIONER} -\
--not-after ${STEP_CRT_DURATION} -\
--force-\
--provisioner-password-file=${STEP_PROVISIONER_PASSWORD_F
ILE} --context ${STEP_CONTEXT}
ExecStartPost=chown ${STEP_FILE_OWNER}:${STEP_FILE_GROUP}
${STEP_CA_FILE} ${STEP_CRT_FILE} ${STEP_KEY_FILE}
ExecStartPost=chmod  ${STEP_FILE_MODE} ‘${STEP_CA_FILE}
${STEP_CRT_FILE} ${STEP_KEY_FILE}

Restart=on-failure
RestartSec=60s

[Install]
WantedBy=multi-user.target

https://github.com/quickvm/smallstep-systemd-units

Wt smallstep




This is cool, but...

Give me real world examples!

W smallstep

My boss, Mike Malone, at smallstep

23
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https://github.com/quickvm/butane-nomad
https://github.com/quickvm/butane-nomad



https://github.com/smallstep/butane-smallstep-acme-ra
https://github.com/smallstep/butane-smallstep-acme-ra

Congrats! You have launched
something. Now what?

T

w! smallstep

Figure out what kind
of uptime you need
for your workload

2

Just Good Enough
Uptime?

or

Highly Available
Uptime?

3

See slide 5. You might
need to evolve your
config over time.

Iterate the config and
relaunch

26



Thank you!

Links
Bupy

Smallstep systemd templates

Twitter: @jdoss

Restic backups systemd template

Terraform-provider-ct GitHub: @jdoss

Matchbox and Terraform-provider-matchbox IRC: jdoss

joe@solidadmin.com

Butane Schema

joedoss.com



mailto:joe@solidadmin.com
https://joedoss.com
https://github.com/quickvm/bupy
https://github.com/quickvm/smallstep-systemd-units
https://github.com/quickvm/restic-systemd-units
https://github.com/poseidon/terraform-provider-ct
https://github.com/poseidon/matchbox
https://github.com/poseidon/terraform-provider-matchbox
https://github.com/Relativ-IT/Butane-Schemas

